NAMSATKA AOJ11 OBYYAIOLUUXCA OB MHOOPMALIMOHHOW BE3OMNMACHOCTM
AETEN

HE/1b3A

1. BceM noapsa coobuiaTb CBOK YacCcTHYO MHpopMauuto (HacToswmne nms, dammiuo,
TenedoH, aapec, HOMep LWKOMbl, a Takxe doTorpadpunm CBOMU, CBOEN CEMbU W

Apy3en);

2. OTKpbIBaTb BNOXeHHble dannbl 3NeKTPOHHOW MouYThbl, KOrga He 3Haelwb
oTnpaBuUTens;

3. 'pybutb, npuaMpaTbCs, OKas3blBaTb JAaBfieHWE - BeCcTU Ccebs HeBexJnBO WU
arpeccuBHO;

4. He pacnopsixaihca AeHbramMmm TBOEW ceMbu 6€3 paspelleHus CTapluux - Bceraa
cnpawmsan poantenen;

5. He BcTpeuaics ¢ NHTepHET-3HAKOMbIMKU B peasibHOW XM3HW - MOCOBETYWCS CO
B3pOC/bIM, KOTOPOMY AOBepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yutaewsb o cebe HenpaBay B NHTepHeTe - coobwin 06 s3Tom
CBOMM pOAUTENSM UM ONEKYHaM;

2. MpurnawatT nepenucbiBaTbCs, wurpatb, O06MeHMBaTbCA - MPOBEPb, HET Jn
noaBoxa;

3. He3akoHHOe KonupoBaHune dannos B MMHTepHeTe - BOPOBCTBO;

4. Bceraa pacckasbiBal B3poCnbiM 0 npobnemMax B CETM - OHM BCeraa noMoryT;

5. Ucnonb3yn HacTponku 6e30nacHOCTM U NPMBATHOCTWU, YTOObI HEe MOTEpATb CBOWU

aKKayHTbl B COLICETSIX U APYTUX nopTanax.

MOX>XHO

YBaxkan gpyrux rnonb3oBaTesnen;

MNonb3yewbcs NHTEPHET-UCTOUYHMKOM - Aenan CCbIIKY Ha Hero;

OTKpbIBa TOMbKO T€ CCbIIKU, B KOTOPbIX YBEPEH;

O6waTbCs 3@ NOMOLLbLIO B3POC/bIM - POAUTENN, ONEKYHbl U aAMUHUCTPaLNS CanToB
BCceraa noMoryT;

5. Mponan obydyeHne Ha cante "CeTeBMYOK" M noayym nacnopt UuUMdpoBOro
rpa>kgaHuHa!

el .

NMHO®OPMALIMOHHASA NAMATKA AJIA OBYYAIOLLMNXCA

C KaxabIM rogoM MOJIOAEXWN B MHTEPHETe CTaHOBWUTbCA Gonblle, @ LWKOAbHUKM O4HU U3
CaMblX aKTUBHbIX Monb3oBaTenen PyHeTa. Mexay TeM, MOMUMO OFPOMHOIr0 KOIMYeCcTBa
BO3MOXHOCTEN, WHTEpPHEeT HeceT W npobnembl. DTa nNaMaTka AO/KHa NoMoyb Tebe
6e30nacHO HaxXOAUTbLCSA B CETHU.

KoMnbloTepHblie BUPYCbl

KOMMblOTEPHbI BUPYC - 3TO PA3HOBUAHOCTb KOMMbIOTEPHbIX MNPOrpaMM, OT/IMUUTENbHOM
0COB6EHHOCTbIO KOTOPOW ABMSIETCS CMOCOB6HOCTb K pa3MHOXEHUI0. B fononHeHne K 3ToMy,



BMPYCbl MOryT MOBpeAUTb WM MNOJIHOCTbKD YHUYTOXUTb BCe aisbl U AaHHbIE,
NOAKOHTPOJIbHbIE MNOMb30BaTeNto, OT MMEHM KOTOoporo 6blfa 3anyweHa 3apa)KeHHas
nporpaMma, a Takxe rnoBpeanTb WK AaXe YHUUTOXMNTb ONepaLMoOHHY0 CUCTEMY CO BCEMMU
dannamm B uenom. B 60NbLIMHCTBE Cly4YaeB pacnpoCTPaHSOTCS BUPYCbl Yepe3 UHTEPHET.

MeToAabl 3aWnTbl OT BPp€AOHOCHbIX NMpOorpamMmM:

1. WNcnonb3yn coBpeMeHHble onepaumoHHble CUCTEMbI, UMEOLLNE CEPbE3HbIN YPOBEHb
3aWmMTbl OT BPEAOHOCHbIX MPorpaMm;

2. TOCTOS\HHO yCTaHaBnmBan natum (UM@pPOBbIE 3amnaaTKU, KOTOpble aBTOMaTUYeCKU
yCTaHaBMBaTCA C uenbto gopaboTkm nporpamMmmbl) n gpyrme o6HOBNEHUSA CBOEN
onepaumoHHon cuctembl. CkaumBa WX TONbKO C odUUMANBbHOIO CcanTa
paspabotumka OC. Ecnm cywecTByeT pexumMm aBTOMATMYEeCKOro OOHOBAEHUS,
BKJIKOUYN €ro;

3. Pabotah Ha CBOeM KOMMbIOTEPE NOA MpaBaMW MNOMb30BATENA, a He
aAMUHMUCTpaTopa. DTO He nNO3BOAUT OONbLWMHCTBY BPEAOHOCHbLIX MNpOorpaMm
WMHCTa/NINPOBATbLCS Ha TBOEM MepCoHa/IbHOM KOMIMbIOTEpPE;

4. Ncnonb3yn aHTUBMPYCHblEe MPOrpaMMHbie NPOAYKTbl M3BECTHbIX NMPOU3BOAUTENEN,
C aBTOMaTMyeckmm obHoBeHMeM 6a3;

5. OrpaHnub U3NYECKNin 4OCTYN K KOMMNbIOTEPY 4SS MOCTOPOHHUX NNL;

6. Wcnonb3yi BHewWHME HOCUTENM MHMOPMaLNM, TakKne Kak daewka, guck mnm dann
N3 MHTEepHeTa, TONIbKO U3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTkpblBah KOMNblOTEPHbIE anibl, NOAYUYEHHbIE U3 HEHAAEXKHbIX NCTOYHUKOB.
Jaxe Te dannbl, KOoTOpble nNpucian TBOWM 3HaAKOMbIM. Jlydlwe yTOYHW Yy Hero,
oTnpasnsan nn oH Tebe umx.

Cetv Wi-Fi

Wi-Fi - 3TO He BMA Nepeaayn AaHHbIX, HE TEXHONOrUs, a BCcero nuwb 6peHa, Mmapka. Ewe
B 1991 roay HuAaepnaHackas KoMnaHusa 3apeructpuposana 6bpena "WECA", uto
obo3Havano cnosoco4vetaHme "Wireless Fidelity", KkoTopbll nepeBOANTCH  Kak
"6ecnpoBoaHas TOYHOCTL".

[Jo Hawero BpeMeHu pgowna papyras abbpeBuaTypa, KoTopas SBNSETCA TaKoW Xe
TexHonormen. 3t1o abbpesmatypa "Wi-Fi". Takoe Ha3BaHue 6bI/I0 AaHO C HaMeKOM Ha
CTaHAapT BbICWEeNn 3BYKOBOM TexHukM Hi-Fi, 4yTo B nepeBoge o03HayaeT "BbiCcOoKas
TOYHOCTL".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kade, OoTensdax u asponoprtax ABNSETCA OT/INYHOWN
BO3MOXHOCTbIO BbIX0Aa B MHTEPHET. HO MHOrMe aKCcnepTbl CYMTAIOT, YTO 06LWEAOCTYNHbIE
Wi-Fi ceTn He aBnsatoTca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTu paboTbl B o61eaocTynHbix ceTax Wi-Fi:

1. He nepepaBaii cBol nn4Hy0 uHdbopMaumo 4depes obwepoctynHole Wi-Fi cetwn.
PaboTtas B HuWX, XXenaTtenbHO He BBOAMUTb Maponu AOCTyna, NOruMHbl U Kakune-To
HOMepa;

2. Wcnonb3yi n 06HOBNAK aHTUBMPYCHblE NporpaMMbl 1 6paHaMayep. TeM caMbiM Tbl
obe3onacuwb cebs OT 3aKauku BMpyCa Ha TBOE YCTPOWNCTBO;

3. Mpu ucnonb3oBaHun Wi-Fi otknwoum dyHkuuo "O6bwmin goctyn K dannam wu
npuHTepam". [aHHas GYyHKUMA 3akpbiTa MO YMOJYAHWIO, OAHAKO HEKOTOpble
NoAb30BaTeNIN aKTUBUPYIOT ee Ans yaobCcTBa NCnonb3oBaHms B paboTe nnm ydyebe;

4. He ncnonb3yih nybnndHeln WI-FI ana nepepnayun NMYHbIX AaHHbIX, HanpuMmep A4ns
BbIX0A4a B CcoUMabHble CETU UM B DNIEKTPOHHYLIO MOYTY;

5. Ncnonb3yh TONbKO 3awmuleHHoe coeanHeHme yepes HTTPS, a He HTTP, T.e. npu
Habope Beb6-agpeca BBoAM MMeHHO "https://";



6. B MobunbHOM TenedoHe oTkAOUM  PyHKUMO  "ToakntoyeHne Kk Wi-Fi
aBToMaTmyeckn". He pgonyckan aBTOMATUYECKOro MOAK/OYEHUS YCTPOMCTBA K
cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHbIe ceTn

CoumanbHble CETU aKTUBHO BXOAST B Hally XWU3Hb, MHOIMe noau paboTaloT U XMBYT TaM
NOCTOSIHHO. MHOrMe NoNb30BaTeNM HE MOHUMAIOT, YTO MHdOpMaLUS, pa3MeLleHHas UMK B
CoUManbHbIX CETSAX, MOXET 6bITb HaAeHa M UCMOIb30BaHa KEM yrogHo, B TOM YMUC/Ee He
oba3aTenbHO ¢ 6narMMm HaMepeHusIMNn.

OCHOBHbIE coBeTbl N0 6e30MNacHOCTU B COLlMaJNIbHbIX CEeTAX:

1. OrpaHuyb cnucok apysen. Y T1eba B Apy3baAX He AO/HKHO ObiTb Ciy4anHbIX W
HEe3HaKOMbIX NOAEN;

2. 3awmuwan cBok YacTHYIO XW3Hb. He ykasbiBan naponu, tenedoHbl, agpeca, AaTty
TBOEro POXAEHUS U APYFYH JIMYHYO WMHGOpMaUMIo. 3N0YMbIWIEHHUKN MOTYyT
NCNOJ1b30BaTb Aaxe MHPOpMaUUD O TOM, KakK Tbl U TBOM poaAnTENU njaaHupyeTe
NPOBECTU KaHUKY/IbI;

3. 3awmuwan cBOK penyTauuio - AepPXN ee B YNCTOTe 1 3adaBan cebe Bonpoc: xoTten
Obl Tbl, 4TOObI Apyrne NONb30BaTeNM BUAENW, 4YTO Tbl 3arpyxaewsb? [loaymain,
npexae 4eMm 4Tto-To onybnmMKoBaTb, HaNMCaTb U 3arpy3nThb;

4. Ecnu Tbl rOBOpULLb C JIIOAbMKW, KOTOPbIX HE 3Haellb, HE UCMOJIb3YN CBOE peasibHoe
UMS N OPYTYIO JIMYHYIO MHMOPMaUUK: MMSl, MECTO XWUTeNbCTBa, MECTO y4yebbl u
npouee;

5. N3beran pasmeweHus d¢oTtorpacdmin B WHTEepHeTe, rae Tbl Kn306paxeH Ha
MECTHOCTM, MO KOTOPOM MOXHO ONpeaennTb TBOE MECTOMOJIOXKEHMNE;

6. MNpn perncrtpaunMm B COLMANBbHON CETU HeOobXOoAMMO WCMNONb30BaTb CIOXHbIE
naposn, cocrtosilme u3 6yks U UNdp U C KOTMYECTBOM 3HAKOB HE MeHee 8;

7. [Ong coumanbHOM CETU, NOYTbI U APYTNX CATOB HEOH6XOAMMO UCMOIb30BaTb pa3Hble
naponn. Toraa ecnm Tebs B3/10MatoT, TO 3M10YMbIWNEHHUKM MOAYYaT AOCTYN TONbKO
K 04HOMY MecCTy, a He BO BCe cpasy.

DJIeKTPOHHbIE AEHbIN

DNEKTPOHHbIE A€HbMM - 3TO O4YeHb YAObHbIM Ccrnocob nnatexen, oAHAKO CYLECTBYHOT
MOLLUEHHUKMN, KOTOPbIE XOTAT NOAYYUTb 3TN AEHLIU.

3J'IeKTp0HHbIe AE€HbI'M noaBmaInNCb COBCEM HEAABHO U UMMEHHO M3-3a 3TONO0 BO MHOIMMX
rocygapcrteax Ao CUX nop He nponmcaHo nNpo HMX B 3aKOHaxX.

B Poccun xe oHU YHKLUMOHUPYIOT M O HUX YXXe NPOMNMUCaHOo B 3aKOHe, rae ux pasaensiior
Ha HECKO/IbKO BUAOB - aHOHUMHbIE U HE @HOHMMHbIe. Pa3HuLA B TOM, UTO aHOHUMHbIE -
3TO Te, B KOTOpPbIX pas3pelaeTcs npoBOAUTbL onepaumu 6e3  uaeHTUdbUKauum
nonb3oBaTensl, a B HEAaHOHWUMHbIX WAEHTUGUKAUMA MONb30BaTeNs  SABASETCS
o6s3aTenbHOM.

Takxe cnepyeTr pasnnyaTb 3MeKTPOHHble duaTHble AeHbrn (paBHbl rOCYAapCTBEHHbIM
BaNOTaM) U 3/1eKTPOHHble HeduaTHble AeHbrM (He paBHbl FOCYyAAPCTBEHHbIM BanoTaM).

OcCHOBHble coBeTbl No 6e3onacHoi paboTe C 3/IeKTPOHHbIMU AE€HbramMm:
1. MpuBsXxun K cuety MObUIbHLIN TenedoH. DTo caMbli YAOOHbIM U BbICTPbIN cnocob

BOCCTa@HOBMUTb AOCTYyN K cyeTy. MNpuBsi3aHHbI TenedoH NoMoXeT, ecnn 3abyaewb
CBOW NN@TeXHbIM Napofib UNn 3angellb Ha CalT C HE3HAKOMOIro YCTPOWUCTBA;



2. Wcnonb3yl ogHopa3oBblie naponu. Nocne nepexofa Ha YCUIEHHYIO aBTOPU3aLMIo
Tebe yxe He 6yaeT yrpoxaTb OMACHOCTb KpaXu WAM nepexsBaTa MnnaTexHoro
napons;

3. Bblbepn cnoxHbln naponb. lNMpecTtynHuMkam 6yaeT He MpocTO yradaTb CNOXHbIN
naposib. HagexHble napoau - 3To Naposin, KOTopble coaepXaT He MeHee 8 3HaKoB
M BKOYAKOT B cebsi CTpOYHble M NpOnNUCHble 6yKBbl, UNDPbI M HECKOIbKO
CMMBOJIOB, Takme KakK 3HakK pgonnapa, ¢yHTa, BOCKAMUATE/NIbHbIA 3HaK W T.M.
Hanpumep, $tRONg!;;

4. He BBOAM CBOW NIMYHbIE AAHHbIE HA CalTax, KOTOPbIM HE AOBeEpseELlb.

SDNneKTpoHHas noyrta

DNEeKTPOHHas noyrta - 3TO TEXHOAOMMSA U NpeaoCcTaBnsieMble el YCNYyrn No nepecblike n
NOJTYUYEHUIO 3/TIEKTPOHHbBIX COOBLLEHNIA, KOTOPbIE pacnpeaensitoTcs B KOMMbIOTEPHOWN CETU.
O6bl4HO 3N1EKTPOHHbIN MOYTOBbIN AWNK BbIFNSANT cnenyrowmMm obpa3om:
UMS_nonb3oBaTens@umsa_aoMeHa. Takxke KpoMe nepegayvn npocToro TekcTta, MMeeTcs
BO3MOXHOCTb nepeaasaTb dansbl.

OcHOBHble coBeTbl No 6e3onacHon pa6boTe C 3/IEKTPOHHOW MOYTOM:

1. Hapo BbibpaTb NpaBUIbHbIA MOYTOBbLIN CEPBUC. B MHTEpPHETE eCTb OrPOMHbIN BbI6OP
6ecnnaTHbIX MOYTOBbIX CEPBMCOB, OAHAKO Nydlle A0BEpSATb TEM, KOro 3Haelb U
KTO NMepBbI B PENTUHIE;

2. He ykasbiBail B IMYHOM NoyTe ANMYHYO MHGOopMaumio. HanpumMep, nydwe BbibpaTtb
"My3bIKanbHbIM_paHaTt@" nnm "pok2013" BmecTo "Temal3";

3. Wcnonb3yn ABYX3TanHyw aBTOpu3aumio. IOTO Korga MNOMWUMO Mapons HY>XHO
BBOAMTb KOA, NpUCbISIaeMbI no SMS;

4. Bblbepu CNOXHbIX nMaponb. ONs KaXxaoro no4YToBOro swimMka Ao0/KeH 6biTb CBOWN
HaAeXHbI, YCTOMYUBBIA K B3/IOMY NapoSb;

5. Ecnu ecTtb BO3MOXXHOCTb HanucaTtb CaMOMy CBOW JIMYHbIA BOMNPOC, UCMNOSb3YN 3Ty
BO3MOXHOCTb;

6. Mcnonb3ynm HECKONbKO MOYTOBbIX AWWMKOB. [MepBblii ANS YACTHOM Nepenucku C
agpecataMnm, KOTOpPbIM Tbl AoBepsielwb. IDTO 3/IEKTPOHHbLIA aapec He Haao
MCNoNb30BaTb NPWU perncTpaumm Ha popymax n camrtax;

7. He oTkpbiBan dannbl u apyrve BNOXEHUS B NMUCbMaXx, AaXe eClM OHW NPULLIIN OT
TBOUX ApYy3eW. Jlyule yTOYHN Y HUX, OTNpaBasanu nm oHn tebe 3Tu dannsl;

8. lNocne okoH4yaHua paboTbl Ha NOYTOBOM CepBUCE Nepes 3aKpbITUEM BKAaAKU C
canToM He 3abyab HaxaTb Ha "BbinTn".

Knbep6bynnumHr unm BuptyanbHoe nsaeBaTesibCTBO

KnbepbynnvHr - npecneaoBaHme coobLEeHNAMM, COAEPKALLMMU OCKOPBIEHUS, arpeccuio,
3anyrmBaHue; XyJMraHcTBO, couManbHoe 60MKOTUPOBAHME C MOMOLLbIO PasINYHbIX
NHTEPHET-CEPBUCOB.

OcHOBHbIe coBeTbl N0 60pbbe c kKN6epbyNNNHIrom:

1. He 6pocaics B 601. Jlyqwmin cnocob: nocoBeToBaTbCs Kak cebs BeCTn u, ecnm HeT
TOro, K KOMY MOXHO 06paTuTbCs, TO BHayane ycnokouTbCs. Ecnm Tbl HayHewb
oTBe4vyaTb OCKOpPb6neHnaMM Ha ockopbneHus, TO TONbKO elle Honblie pa3oXXKellb
KOHMNUKT;

YnpaBnsn ceBoen knbeppenyTtauunen;

AHOHUMHOCTb B CeTM MHMMas. CyllecTBYIOT Crnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

whN



4. He CcTOUT BECTU XynUraHckuii obpas BUPTyanbHOM XWU3HWU. VIHTepHeT dukcupyeTt
BCE TBOW AENCTBUSA U COXpaHaeT nx. Yaanutb ux byaeT KpanHe 3aTpyAHUTENBHO;

5. Cobnioaaih cBOKO BUPTYanbHY YECTb CMOSIOAY;

6. UrHopmpyn eauHu4dHbIM HeratuB. OAHOpPas30Bble OCKOPOUTENbHbIE COOOLLEHUS
nyduwe urHopmposaTb. O6bI4YHO arpeccus nNpekpallaeTcss Ha HayvalbHOM CTaauu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOOLIEHUSMU, B
CoUuManbHbIX CeTAX eCTb BO3MOXHOCTb O/OKMPOBKM OTMpaBkuM coobleHun c
onpenesieHHbIX agpecos;

8. Echm Tbl cBupetenb kKubepbynnuHra. TBOM LOENCTBUSA: BbICTYNMUTb MPOTUB
npecnenoBaTenis, NokKas3aTb €My, 4YTO €ero AeNCTBUS OLLEHMBAOTCS HEraTuBHO,
noaaepXaTb XEpPTBY, KOTOPOM HYXHa MNCUXO0rM4yeckasl rnomollb, CoobWmnTb
B3pOC/bIM O (haKTe arpecCUBHOIO NOBEAEHUS B CETU.

Mo6unbHbI¥ TenedoH

CoBpeMeHHble cMapTdOHbI U NNaHLWETbI cogepXaT B cebe BNOsHE B3POC/bIA (PyHKLMOHAN,
M Tenepb OHW MOTYT KOHKYPUPOBAaTb CO CTauMOHApHbIMW KoMMbloTepamu. OgHaKo, cpeacTs
3aWnTbl 419 NoA0OHbIX YCTPONCTB NOKA OYE€Hb Mano. TeCTMpoBaHME U MOUCK YS3BUMOCTEN
B HUX NPOUCXOAWNT HE TaK MHTEHCUBHO, Kak ana MK, To e camoe KacaeTcs n MObUNbHbIX
NPUNOXEHWUNA.

CoBpeMeHHble MObUbHblE Bpay3epbl yXe NpakTUYeCKM AOrHanaun HacTosbHble aHanoru,
oAHaKo pacwmpeHune dyHKUMOHaNa BaedyeT 3a cobon 60MblUY0 CNOXHOCTb U MEHbLUYIO
3alMLEHHOCTD.

[laneko He Bce NMPOU3BOAUTENM BblMyCKalOT OBHOBNEHUS, 3aKpbiBalolMe KpUTUYecKune
YySI3BUMOCTU ANt CBOUX YCTPOMNCTB.

OcHOBHbIe coBeTbl AN 6esonacHOCTU MO6ubHOro TenedoHa:

e Hwuuero He gaBnseTcs no-HacrtosweMmy becnnaTtHbIM. Byab OCTOpPOXeEH, BeAb Koraa
Tebe npepnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakue-To
nnaTHble ycnyru;

e [lyman, npexae yeM oTrnpasuTtb SMS, ¢doTo uan Buaeo. Tbl TOYHO 3HaelWb, r4e OHU
6yAyT B KOHEYHOM utore?

e HeobxoanMo 06HOBNATL ONEepauNOHHY CUCTEMY TBOEro cMapTdoHa;

e lMcnonb3yn aHTUBMPYCHblE NporpaMMbl Ans9 MObUNbHbIX TenedoHOoB;

e He 3arpyxan npunoXeHUs OT HEU3BECTHOr0 WCTOYHWKA, BeAb OHW MOryT
copepxaTb BpeAOHOCHOe rnporpammHoe obecreveHune;

e [locne TOro Kak Tbl BbliiAelWb C CanTa, rae BBOAMA NNYHYO MHMOpMaumo, 3anam B
HacTponkn 6paysepa n yaanu cookies;

e [lepnognyeckun npoBepsii, Kakue nMAaTHble YCNyrM akKTUMBMPOBaHbl Ha TBOEM
HOoMepe;

e [laBaii cBoM HOMep MO6UAbHOro TenedoHa TONbKO NAAM, KOTOPbIX Thl 3HaeWb U
KOMYy AoBepsielb;

e Bluetooth gonxeH 6bITb BbIKAKOYEH, KOraa Thl UM He NoJfb3yewbcs. He 3abbiBai
MHorAa NpoBepsiTb 3TO.

Online urpbi

CoBpeMeHHble OHMIaNH-Urpbl - 3TO KpacoO4YHble, 3axBaTblBalolWMe pa3BleYvYeHus,
o6beanHsoWMe COTHU ThICSY YesloBeEK Mo BCeMy MUpy. Urpoku mccneaytoT AaHHbIA UM
MUp, obwalTca Apyr C APYroM, BbINOJIHSAIOT 3a4aHUs, CPaXaltTCs C MOHCTpaMu U
MoJly4atoT OnbIT. 32 YAOBOJIbCTBME OHW MIATAT: MNOKYMNalT AUCK, ONavymMBatoT aboHEMEHT
NN NpUoBbpeTatoT Kakme-To onuuu.



Bce 3T cpeactBa wmayT Ha nopAepXXaHMe W pas3BUTME WUIPbl, @ TaKXe Ha camy
6€e30NaCcHOCTb: COBEPLUEHCTBYIOTCSH CMCTEMblI aBTOpU3aLUMK, BbiMyCKAKOTCA HOBble NaTyun
(undposbie 3annaTkn Ans NPorpaMmM), 3aKpbiBalOTCS YA3BUMOCTU CEPBEPOB.

B noaobHbIXx urpax CTOUT onacaTbCs HE CTOMbKO CBOWMX COMEPHWUKOB, CKOSIbKO KpaXu
TBOEro nNaposns, Ha KOTOPOM OCHOBaHa CMCTEMa aBTopu3aumn 60/blUIMHCTBA MIP.

OCHOBHbIE coBeTbl N0 6e30NacHOCTU TBOEro UrPOBOIr0 aKKayHTa:

1. Ecnn pgpyron urpok BepeT ceba nnoxo wnm cospaer Tebe HEenpusTHOCTH,
3ab610KMpY ero B CNUCKE UFPOKOB;

2. Toxanynca aaMUHUCTpaATOpaM WUrpbl Ha MNJOX0e MoBeAEeHWE 3TOro Wrpoka,
XenaTesnibHO MNPUNOXUTbL Kakne-To AoKa3aTesbCTBa B BUAE CKPUHOB;

3. He yka3sbiBal N1M4HYI0 nHpopMaumuo B npodaine urpsbl;

4. YBaxaun Apyrux y4acTHUKOB NO Urpe;

5. He yctaHaBnuBan HeoduUmManbHble NaTym N MOAbI;

6. Ncnonb3yn crnoxHble N pasHble naponu;

7. [daxe BO BpeMsi Urpbl HE CTOUT OTKAKOYATb aHTUBUPYC. oKka Tbl Urpaewb, TBOM

KOMMbIOTEP MOryT 3apa3uThb.

OULLMHI WU KPa)Ka JIMYHbIX AaHHbIX

O6bl4yHOM KpaXken AeHer n AOKYMEHTOB CeroAHs y>Xe HUKOro He yANUBULWb, HO C pa3BUTUEM
WHTEPHET-TEXHONOIMMMN 3/10YMbILWUAEHHUKN MEPEMECTUINCE B MHTEPHET, M NPOAOSIXKAtOT
3aHuMaTbcA "nobumMbIM" Aenom.

Tak nosBuiacb HOBAas yrpo3a: WHTEpPHET-MOLIeHHMYecTBa MnuM (QULIKHE, raBHasa uenb
KOTOpPOro COCTOUT B NOJIYYEHUN KOHPUAEHUMaNbHbIX AAHHbIX NOJSb30BaTeNnen - 10rMHoOB
n naponen. Ha aHrnmMnckom aseike phishing umMtaetca kak duwunHr (oT fishing - pblbHas
nosns, password - naponb).

OcHOBHbIe coBeTbl N0 6opb6e ¢ PULLINHIOM:

1. Cnean 3a cBOMM akKayHTOM. Ecnu Tbl nmogo3peBaelwb, 4TO TBOSA aHKeTa 6binia
B3/lOMaHa, TO HeobxoaMMo 3abnokupoBaTb ee M COO6WMTL aaMMHUCTpaTOpaM
pecypca 06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3yi 6e3onacHble Be6-calTbl, B TOM 4MCNE, WHTEPHET-MarasvHOB U
NMOUCKOBbIX CUCTEM;

3. Wcnonb3yi CNoXHble U pa3Hble naponu. TakuMm obpasom, ecnm Tebsa B3nomatoT, To
3M10YMbILWNEHHMKN NoayYaT AOCTYN TOMbKO K OAHOMY TBOEMYy Mpoduito B CeTH, a
He KO BCeM;

4. Ecnn Tebsa B3nomanu, To Heob6xoamMmo npeaynpeauTb BCEX CBOMX 3HAKOMBbIX,

KoTopble aobaBneHbl y Tebs B Apy3bsiX, O TOM, UYTO Tebs B3NOMann 1, BO3MOXHO,

OT TBOEro nMeHun byaeTt paccbinaTbCsa CrnaM M CCbINIKU Ha PULLMHIOBbIE CalThbl;

YcTaHoBW HagexHbih naponb (PIN) Ha MOGunbHbIN TenedoH;

OTkNo4UM coxpaHeHue napons B 6paysepe;

He oTkpbiBal dannbl n gpyrne BNOXeHUs B MMCbMax, AaXXe eCcsiv OHWU NpULan ot

TBOMX Apy3en. Jlydwe yTOUHU Y HUX, OTNPaBAsan N oHn Tebe aTu dannebl.

Noun

UndpoBas penytauus

Undposas penytaums - 3TO HeratuBHas WUanM NO3UTMBHAA MHdopMaumsa B cetun o Tebe.
KomnpomeTtupytowas wHdopMaums, pasMelleHHas B MWHTEpHeTe, MOXET Cepbe3HbIM
o6pa3oM OTpasuUTbCs Ha TBOEW peanbHOW XWU3HU. "Uudposas penytaumsa" - 3TO TBOM
UMNAK, KOTOPbIA hopMupyeTcs ns nHdopmaumm o tebe B MHTepHeTe.



TBOE MECTO XUTENbCTBA, y4ebbl, TBOE (PMHAHCOBOE MOJIOXKEHNE, 0COBEHHOCTM XapaKTepa
M pacckasbl 0 6/IM3KUX - BCE 3TO HaKaMN/IMBaeTCA B CETH.

MHoOrme nOApPOCTKWM NErkOMbIC/IEHHO OTHOCATCSA K nybnukauum NM4YHOM MHGOpMauun B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACTBUIA. Tbl AaXe He CMOXeLWb AoraaaTbCs O
TOM, 4YTO poTorpadusa, pa3MmelleHHasa 5 neT Ha3aa, ctana NPUYNHOMN OTKa3a NPUHATL Tebs
Ha paboTy.

KommeHTapuu, pa3smelleHne TBomx dotorpaduit n Apyrme AenCTBUSA MOTYyT HE NCYE3HYTb
Aaxe rnocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaelWb, KTO COXpaHWI 3Ty MHQOpMaumio,
nonasna v oHa B NOMCKOBbIE CUCTEMbI U COXPaHMAACb N OHAa, @ MaBHOe: YTO NMoAyMalT
o0 Tebe oKpyxatowme NaM, KOTOpble HAMAYT MU yBUAAT 3T0. Hantn nHdopmauymo MHOro
NET CNyCTa CMOXET Ntobon - Kak 13 A06pbiX NOBYXKAEHWI, TAK U C HAMEPEHUEM MPUUYNHUTD
BpeA. DTO MOXET 6bITb KTO YrOAHO.

OCHOBHbIe CcOBeTbl Mo 3awuTe undpoBoin penyTauum:

1. Moaymain, npexae 4eMm 4To-TO Nyb6aMKOBaTb U nepepaBaTb y cebs B 6iore nnm B
couunanbHOM ceTu;

2. B HacTporkax npodunsa yCTaHOBM OrpaHUYeHUs Ha NPOCMOTP TBOEro npoduns u
€ro CoAep>XX1MmMoro, caenar ero Tonbko "ans gpysen”;

3. He pa3Mewanm wn He ykasbiBalh MHPOpPMALUIO, KOTOpass MOXeET Koro-nnmbo
ocKkopbnsaTb nnm obuxaTb.

ABTOpCKOE nNpaBso

CoBpeMeHHbI€ LLKOMbHUKN - aKTUBHbIE NOJIb30BAaTENN LMD POBOro npoctpaHcTBa. OaHaKo
[lafieKo He BCe 3HalT, YTO MOSIb30BAHME MHOIMMMU BO3MOXHOCTAMM LMGIPOBOro Mupa
TpebyeT cobnoAeHMa NpaB Ha UHTENNEKTYaNbHY CO6CTBEHHOCTb.

TepMUH "WMHTeNnnekTyanbHass COOBCTBEHHOCTb" OTHOCUTCS K pa3fiMyHbIM TBOPEHMUNAM
yenoBeYyeckoro Yyma, HaumHass C HOBbIX W306peTeHMn M 3HakoB, oO603HauvarLWwmnx
COOBCTBEHHOCTb Ha MPOAYKTbl W YyCAyru, W 3akaHuuBass KHuramm, dotorpadusmm,
KMHOMUABMAMN N My3blKallbHbIMU NPON3BEAEHUSIMMU.

ABTOpPCKME Mpasa - 3TO NpaBa Ha MHTENNeKTyalbHY COBCTBEHHOCTb Ha Npou3BeAeHUs
HayKu, nutepaTypbl U UCKYycCTBa. ABTOPCKME MpaBa BbICTYNalT B KayecCTBE rapaHTuu
TOro, YTO MHTENNEKTYyaNbHbI/TBOPYECKUA TPy aBTopa He 6yaeT HanpacHbIM, AacT eMy
cnpaBeannBbie BO3MOXHOCTM 3apaboTaTb Ha pe3ynbratax CBOEro TpyAda, MNOAy4YuTb
M3BECTHOCTb M Npu3HaHue. HUKTO 6e3 paspelleHMss aBTopa HE MOXET BOCMpPOU3BOAUTb
ero npousBeAeHue, pacnpocTpaHaTb, Nyb6AMYHO AEMOHCTpMpoBaTb, NpoAaBaTh,
MMMOPTMPOBATb, MyCKaTb B MNpokKaT, NybJMYHO WCNOMHATb, MOKa3blBaTb/UCMOMHATL B
acdumpe wnm pasMewaTb B IHTepHeTe.

Ncnonb3oBaHue "nupatckoro" nporpaMMHOro obecneyeHms MOXeT NMPUBECTU K MHOMUM
pucKaMm: OT NoTepu AaHHbIX K TBOMM aKKayHTaMm A0 6/10KMPOBKM TBOEro yCTPOWCTBA, rae
yCTaHOBNEHa HenerasabHas nporpamMma. He cTtouT Takxke 3abbiBaTb, YTO CyLECTBYIOT
neranbHble U 6ecnnaTHbie NPOrpaMMbl, KOTOPbIE MOXHO HaWTU B CETU.



